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Why Cyber Insurers Partner With Kroll

How do these
partnerships help you?

Kroll is uniquely positioned to be your
end-to-end cyber risk advisor, handling
the entire security incident lifecycle
and supporting your underwriting and

claims processes with:

= Unmatched knowledge and insight
into the sources and impact of cyber

threats

= Proactive monitoring tools and

services tailored to your insureds
= Technology-agnostic approach

= Collaborative approach with your
claims team that ensures confidence

and efficiency in a crisis

Ultimately, we can strengthen your book
of business by improving your insureds’
cyber security posture and become
your trusted partner for incident
response.

Kroll is capable of
being a one-stop
shop for mutiple
services relating to
breach response,
from forensics
investigations to
support for clients in
litigation issues.

Forrester Wave™: Customer Data Breach
Notification and Response Services, Q4 2017
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Global resources
Seamless, defensible
incident response and

notification services

Unique frontline
insight

Kroll handles 1500+
small to large cases
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End-to-end services
Expertise to help educate
insureds and mitigate risk
pre and post breach

kroll.com/cyber



End-to-End Cyber Risk Capabilities
Prepare Detect

CyberDetectER® -
detects and validates

Leadership advisory
services including Virtual
CISO, Data Protection
Officers (DPO), and
Board Advisory

intrusions, malware and
advanced persistent
threats by leveraging

Extensive vulnerability highly skilled analysts

advanced technology and

Kroll

Respond

Elite responders with
extensive law enforcement
background guide
insureds throughout the
incident lifecycle, with
proprietary forensics and
e-discovery solutions

A Division of
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Restore

Guide your insureds
through PII, PHI, PCI,
HIPAA and GDPR
breaches to remain
compliant with relevant
regulations and any

mandated monitoring

scanning and penetration
testing capabilities

media, deep, and dark
Expert audit of your current
security questionnaire and to identify potential new
free security briefing for unauthorized activity and

underwriters and brokers data exposure

Continually monitor social

web on behalf of insureds

Flexible incident
response and breach

Specialization in Office
365 security and

notification retainers forensics

Cyber policies reviewed
and designed for insureds
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R Best Cybersecurity Provider

@ Best Global Risk & Investigations Consultant
R Best Corporate Investigations Provider

@ Best End-to-End Litigation Consulting Firm
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Worldwide onsite and
remote incident response

capabilities

Global breach
notification services,
including credit and
identity monitoring and
identity theft restoration by
Kroll's investigators

Local call centers in North
America, Europe, or APAC,
with live agents supporting
20+ languages

The Forrester
Wave™: Customer
Data Breach
Notification

and Response
services, Q4 2017
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Support a “defensible
cybersecurity strategy”
with auditable record and
narrative of actions taken
to prepare, detect and
respond to a cyber incident

Expert witness litigation
support

Data recovery and forensic
analysis

Kroll named a
Vanguard Leader
in the ALM
Intelligence:
Cybersecurity
Consulting 2019

VANGUARD LEADER

Eybersecarity Contaiting

TALK TO A KROLL EXPERT TODAY

North America UK
T:. 877.300.6816 T: 08081012168

Australia
T: 1800870399

About Kroll

Kroll is the leading global provider of risk solutions. For more than 45 years,
Kroll has helped clients make confident risk management decisions about
people, assets, operations and security through a wide range of investigations,
cyber security, due diligence and compliance, physical and operational security
and data and information management services.

For more information, visit www.kroll.com.
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Hong Kong
T: 800908015

About Duff & Phelps

Singapore
T. 8001013633

Or via email:
CyberResponse@kroll.com

Kroll is a division of Duff & Phelps, a global advisor with nearly 3,600 professionals in
28 countries around the world. Our clients include publicly traded and privately held
companies, law firms, government entities and investment organizations such as
private equity firms and hedge funds. We also advise the world's leading standard-
setting bodies on valuation and governance best practices.

For more information, visit www.duffandphelps.com.
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